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1 Introduction

This document provides you with full instructions on how to install a local instance of the LS Omni
Server and how to connect the LS Omni mobile apps to it. It is assumed that LS Nav/Central (10.xx or
later) has been installed with the LS Nav/Central web services up and running.

The installation consists of one setup file (LSOmni.Server.Setup.3.x.x.exe) that creates a new SQL
Server database (default name is LSOmni) and IIS WCF web service (default name is
LSOmniService). These default names are used throughout this installation guide. For more
information visit: http://www.lsretail.com /products/ls-nav/customer-centric-mobile-ecommerce/

2 System overview

2.1 LS Omni solution
The LS Omni solution consists of the following:

- LSOmniService: a WCF service running under IIS.

- LSOmniWinService: Windows service running on Host Computer.
- LS Omni SQL Server database.

- Mobile apps, all of which communicate with the IIS.
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LS Omni Service connects directly to the LS Nav/Central Database. No replication is needed to
transfer data from LS Nav/Central Database to Omni Database. Only OMNI_XXXX jobs are needed to
prepare some basic data, like prices, discounts and store hours, for LS Omni. Omni Database is only
used to cache some data, like user device information, images and web basket that will not be stored
in LS Nav/Central.

If LS Omni Service is set to run on a separate database instead of directly on Main HQ LS Nav/Central
Database, create a clone of the LS Nav/Central Database and use either SQL Replication or standard
LS Scheduler Job to update the Remote LS Nav/Central database. The remote database will be used
for Omni to replicate and pull most of the retail data. LS Omni will still need to connect to the Main
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HQ Web Services to send in Orders, Sales and look up information about Orders, contacts and other
live data.

See LS Central Configuration for LS Omni 3.x chapter 11 for more information about running Omni
on remote LS Central database.

3 Installation

3.1 Before installation
The installation process requires the following information:

e SQL Server instance (for example, mySqlServer or mySqlServer\MSSQLSERVER)
o The LS Omni database is created on this machine
o Default collation used is: “COLLATE Latin1_General_CI_AS”. If another collation is to
be used, create a new LS Omni database with the required collation in SQL
Management Studio. The setup uses existing database.
LS Nav/Central SQL Server instance (for example, myNavSqlServer\NAVDEMO)
LS Nav/Central SQL database name (for example, LSNAV)
LS Nav/Central company name (for example, CRONUS LS xxxxx W1 Demo))
URL to LS Nav/Central web service (http://localhost:7047/DynamicsNAVxxx/WS/CRONUS
LS xxxxx W1 Demo /Codeunit/RetailWebServices)
e A Windows user name and password used for the Windows Authentication against the LS
Nav/Central web service.

Make sure the URL to the LS Nav/Central web service is correct. Enter the URL into your browser,
for example:

http://localhost:7047 /DynamicsNAVxx/WS/CRONUS LS xxxx W1 Demo/Codeunit/RetailWebServices

BINOST: /U I/ UYRAMICS X

This XML e Goes not appear to hawe any style information associated with it. The document ree is shown below

Finally, make sure IIS is up and running. It is a WCF service application so the .svc must be mapped in
IIS (in the Handler Mappings). If you are not familiar with IIS, please read Appendix D on how to
prepare IIS for Omni.

Chapter 3 - Installation 4
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3.2 Get setup programs

Download the LS Omni installation files from LS Retail Partner Portal,
https://portal.lsretail.com/Products/LS-Omni

The LS Omni Server installation includes the following install files:
e LSOmni.Server.Setup.3.x.x.exe
o LSOmni.WinService.Setup.3.x.x.exe

3.3 Install the LS Omni Server

Run the setup program LSOmni.Server.Setup.3.x.x.exe. The setup creates the LSOmniService and
LSOmni database. The Setup can be run multiple times, but it will override objects in existing LSOmni
database and files for the LSOmniService WCF service.

@ Setup - LS Omni Server version 3.5.0 -

Installation options.

NOTE: All installation parts must be completed for
a full =etup of LS Omni Server.

You can safely run this installation program multiple times.
Existing sql objects and Web Application get recreated.

Create LSOmni SQL Server database
Configure LS Mav/Central SQL parameters

Create L5OmniService WCF service under 115 7+

The LSOmniService is created as a Web Application.

You must have administration rights (sysadmin for sgl server).

—>IIS version: 10.0 detected

—>log: C:\Wsers\LSOmni\AppData'Local{Temp\Setup Log 2019-02-07 #008.txt

< Back Cancel

Check all boxes if you plan to use all the functionality provided by LS Omni Server. If doing update on
existing installation, uncheck all boxes and only the files will be updated, but configuration will stay
the same.

Installation Options:

1. Create LSOmni SQL Server database
a. Must have SQL Server sysadmin rights to create a new database.
b. Creates a new SQL login: LSOmniUser, password: LSOmniUser.
2. Configure LS Nav/Central SQL parameters
a. Used to set the connection parameters for LS Nav/Central SQL Database.
3. Create LSOmniService WCF service under IIS
a. Mustrun locally on the IIS machine.
b. Creates a new Web Application called LSOmniService.
c. Creates anew application pool called LSOmniServicePool. The LSOmniService worker
process runs under the identity set in this application pool.

Chapter 3 - Installation 5
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@ Setup - LS Omni Server version 3.5.0 — * @ Setup - LS Omni Server version 3.5.0 —

L5 Mav/Central SQL Server Database used by the LS Omni Server
Configures SQL parameters and permissions in the LS Nav Central Database

SQL Sever database for LS Omni Server
Creates SQL objects in a new or existing database

SQL Server name: SQL Server instance: ocalhost]
Database name: LSOmri S0L Database name:
A new database is created if one does not exist Mav/Central Company name:
Log on credentials Log on credentials
@ Use Windows Authentication @ Use Windows Authentication
(C) Use SQL Server Authentication (O) Use 5QL Server Authentication
Test SQL Connection Test SQL Connection

< Back Cancel < Back Mext = Cancel

@ Setup - LS Omni Server version 3.5.0 - * @ Setup - LS Omni Server version 3.5.0 —

Select Destination Location
Where should LS Omni Server version 3.5.0 be installed?

115 Web Application Setup
Please enter Web Servie Configuration values for 115

Recommend leaving the web service name as LSOmniService
Web Site name:

Setup will install LS Omni Server version 3.5.0 into the following folder.

Web Service name:  |LSOmniService To continue, didk Next. If you would like to select a different folder, dick Browse.

LS Nav/Central Web Service configuration values
Web Service Url: http: /flocalhost: 7047/DynamicsMAVI0, WS /CRONUS LS 90

Browse...

LS Mav/Central Web Services Authentication. Uses Windows Credential type.

User name:

Password:

All config values are stored in AppSettings. Config file

Atleast 13,8 MB of free disk space is required.

< Badk Next > Cancel < Back Cancel
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3.4 Install the LS Omni Windows service

Run the setup program LSOmni.WinService.Setup.3.x.x.exe. The setup creates the LS Omni
Windows Service. The Setup can be run multiple times, but it will override existing files.

This service monitors the LS Omni database for changes and performs all the tasks/jobs required by
the LS Omni Server. This includes sending emails, creating notifications for Click n’ Collect orders,
database cleanup, etc. This is mandatory install for the Loyalty app but optional for Inventory and
Mobile POS.

@ Setup - LS Omni Windows Service version .. — * (9 Setup - LS Omni Windows Service version .. —

- - 5QL Sever database for LS Omni Server
Welcome to the LS Omni Windows Creates SOL objects in a new or existing database. Version 1.1.0

Service version .. Setup Wizard

This will install LS Omni Windows Service on your computer.
v P SQL Server name: localhost]

It is recommended that you dose all other applications before Bakshase names L SOmni
continuing. mni

A new database is created if one does not exist
Click Next to continue, or Cancel to exit Setup.
Log on credentials

(®) Use Windows Authentication
O Use SQL Server Authentication

Test SQL Connection

@ Setup - LS Omni Windows Service version .. - X @ Setup - LS Omni Windows Service version .. —

Ready to Install
Setup is now ready to begin instaling LS Omni Windows Service version .. on
your computer,

Select Destination Location
Where should LS Omni Windows Service version .. be installed?

. . . . . . Click Install to continue with the installation, or dick Back if you want to review or
Setup will install LS Omni Windows Service version .. into the following folder. change any settings.

Destination location:

To continue, dlidk Next. If you would lke to select a different folder, dick Browse. E i - i
C:\LS Retail\LS0mni\LSOmnivWinService

C:\L5 Retail L SOmni\LSOmniWinService: Browse...

At least 7,3 MB of free disk space is required.

< Back Cancel < Back Cancel

The setup saves all files by default to C:\LS Retail\LSOmni\LSOmniService\, including the SQL scripts
that are used. This folder stores log files and the configuration files so remember this folder name.
The main configuration files are:

e AppSettings.config
o Stores all information entered during the setup.
o The password used for LS Nav/Central web service authentication can be encrypted

in this file. See Appendix B.

e NLog.config
o Controls the details of information logged to the \log\logfile.txt.

e mailSettings.config
o Useany SMTP server available. This is used when a password is reset.

After installation, LS Omni Service should be available and running in Services:

Chapter 3 - Installation 7
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Services - O -

File Action View Help
= EEE T

& Services (L) Name Description Status  Startup Type &
% LS Data Director 3 Service Data Director Service that moni... Automatic
*11S Omni Service Runs scheduled jobs for LS Omni Runni.. Automatic
L5 Microsoft Account Sign-in Assistant Enables user sign-in through Mi... Manual (Trigger Start) v
< >

< > |\, Extended j, Standard /

3.5 After installation

After a successful installation, the next step is to validate the data entered during the installation.

3.6 LS Omni Service running on IIS

The LSOmniService web service can be “pinged” to see if the WCF web service is working properly.
First “ping” them from a browser on a laptop (Chrome/Firefox recommended) and later from a
browser on your phone. The ping checks the connection to the LS Omni and LS Nav/Central SQL
Server databases and LS Nav/Central web service.

e http://localhost/LSOmniService/loyjson.svc/ping

& C | O localhost/Isomniservice/loyjson.sve/ping

"PONG OK. Successfully connected to [LSOmni Db)] & [NAV Db] & [NAV web service] NAV: 10.07.00.507 [16996] OMNI: 2.4.0.0 "

If the ping is successful, a “pong” reply is returned. After a successful ping, an LS Omni app should be
able to connect with the web service. If the ping returns an error, please read the Troubleshooting
section in Appendix F.

Open Windows Explorer “C:\LS Retail\LSOmni\LSOmniService\”. The \Sql folder has all the sql
scripts used and the \logs folder has the logfile.txt that is extremely useful. You can change the values
entered during the setup in the AppSettings.config file. The connection strings to LS Omni and LS
Nav/Central SQL databases are stored in the AppSettings.config file (see Appendix B). The error
logging can be controlled with the NLog.config file (Appendix C). Note if you change these
configuration files, the LSOmniService web service must be restarted. The web.config should not be
changed unless SSL is used.

Chapter 3 - Installation 8
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@ LS Retail

@ +~ 4 | » ThisPC » BOOTCAMP (C) » LS Retail » LSOmni » LSOmniService v &
4 | LS Retail ~  Name Date modified Type Size
[ ). LS Retaile4
| bin 22.9.2014 15:00 File folder
> | LS7.00.04
I logs 22.9.2014 15:00 File folder
L LS7.1001
i I sql 22.9.2014 15:00 File folder
4 | LSOmni
- - &) AppSettings.config 2292014 15.00 CONFIG File 5KB
4 | 1SOmniService
L bi E] BOJson.svc 10.8.2014 21:10 SVCFile 1KB
. bin
L E] BOService.svc 10.8.2014 21:10 SVCFile 1KB
. logs
) SEI’ Q InvJson.svc 10.8.2014 21:44 SVC File TKB
4 q
A E] InvService.svc 10.8.2014 21:43 SVC File 1KB
> | LS RetailBackport
@ Json.sve 10.8.2014 21:10 SVC File 1KB
MSOCache
| periL E] LoyJson.sve 10.8.2014 21:44 SVCFile 1KB
. PerfLogs
| Plugi Q LoyService.svc 10.8.2014 21:44 SVCFile 1KB
. Plugins
? ) & mailSettings.config 12.11.2013 16:42 CONFIG File TKB
» | Program Files
) &) MNLog.config 2.9.2014 15113 CONFIG File 2 KB
> | Program Files (x86)
E] POSJson.svc 10.8.2014 21:53 SVC File 1KB
[ ProgramData
) E] POSService.sve 10.8.2014 21:53 SVCFile 1KB
> | ProjectTemplates
@ Service.svc 10.8.2014 21:10 SVCFile 1KB
»f. Temp ) -
| Test &) Web.config 15.8.2014 10:27 CONFIG File 11 KB
b
BT &) Web_SSL.config 12.8.2014 1713 CONFIG File 14 KB
s <
LF Internet Information Services (11S) Manager
(€) (5) @ MACBOOKI » Sites b Default Web Site » LSOmniService
File View Help
_.ﬁ u; /LSOmniService Home
“ q'i MACBOOKIU {LSRETAILYi) Filter: - ¥ Go -5 Show All | Group by: Area R
2 Application Pools ~
4 (8] Sites ASP'_NET . — s ~
4@ Default Web Site R 2 ¢ = Y H?J
?EESF’”ET—F“E‘“ NET NET NETEor ~ NET  .NETProfile .NETRoles .NETTrust .NET Users Application
v+ DynamicsNAVT1 Authorizati.. Compilation ~ Pages  Globalizati.. Levels Settings

D’i HospService

»- INVService

p 5 Loyalty.Web
»-@ LSOmniService

& W

Connection  Machine

Strings Ke

R & &
SMTP
E-mail

Session
State

Pages and  Providers

Contrals

: o ~
; 4 (General) &
>
B Application Pool LSOmniServicePool SSL Settings
Physical Path CAdeV\LSOmni\LSOmniService\trunk\WcfService\Service
Physical Path Credentials
Physical Path Credentials Logon Type ClearText
Preload Enabled False
Virtual Path /LSOmniService
4 Behavior ~
Enabled Protocols http
Virtual Path
[path] URL path for the application.
<
Ready | OK | | Cancel
9

Chapter 3 - Installation



(6 LSRetail

LS Omni Server Installation 3.x

3.7 SQL Server database
A new LS Omni SQL Server database is created when running the LS Omni Server Setup.

The setup creates the SQL Server login LSOmniUser, password LSOmniUser and grants this user
datareader and datawriter privileges in the LS Omni database. If you have problem logging in with
this LSOmniUser, SQL Server can be configured with SQL Server Authentication disabled. The setup
will display a warning but allow the setup to continue. Without the SQL Server and Windows
Authentication mode enabled the LSOmniUser cannot be used. Enable it by opening up the SQL
Management Studio, opening the Server properties and restarting, see images below.

e —
Comect~ ) % = 7 5]
Select a page 5 Script + I Help
[PY. (sQL Serverdaosaaa teaeranii] # General
# (2 Database;  Connect.. # Memory
Si Disconnect A Processors Server auth
# 2 Securi ) Securiy] ”
Yy P cccuty () Windows Authentication mode
# [ Server Ob, Register... # Connections -
Replicat # Database Settings (®) SQL Server and Windows Authentication mode
- hepiicanig New Query # Advanced
i [ AlwaysOn & Permissions Lagin auditing
§ G2 Managem | Activity Monitor () None \
+ [ Integratio start (®) Failed logins only
1 SQL Serve Stop ':"‘ Successful logins only
() Both failed and successful logins
Pause
3 Server proxy account
Resume praxy
B ["] Enable server proxy account
Restart Frm———
Policies ’ Server.
Facets \oca\hos.t Opions
Connection -
LSOmniUser [_] Enable Common Criteria compliancs
Start PowerShell 33 View connection [] Enable C2 audit tracing
Reports » 3 [ Cross database ownership chaining
rogress
Refresh Ready
Properties
Cancel

omect~ % 8 = 7 T
Br). (SQL Server 11.0.5058 - LSRELAUAUL

Dject exprorer v AI

# (3 Databases Connect..
+ [ Security Disconnect
# (3 Server Objects Register...

+ [ Replication

+ (3 AlwaysOn High Availabil

# (3 Management

# [ Integration Services Cata Start
[ SQL Server Agent (Agent Stop

New Query

Activity Monitor

Pause

Resume

Restart

Policies »
/ Facets

Start PowerShell

Reports ’
Refresh

Pronerties

The SQL Server connection string is stored in:
C:\LS Retail\LSOmni\LSOmniService\AppSettings.config.

<!-SQLConnectionString.LSOmni, sql server connection string -->
<add key="SQLConnectionString.LSOmni" value="Data Source=localhost;Initial Catalog=LSOmni; Pers
ist Security Info=True;User ID=LSOmniUser;Password=LSOmniUser;MultipleActiveResultSets=True;"/>

Chapter 3 - Installation 10
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In production, this connection string can be changed to use Windows Authentication or any other
SQL Server login/password.

LSOmniUser also needs to have read access to LS Nav/Central Database as Omni will access LS
Nav/Central database to pull some data from it. In testing and demo environment, you can give
LSOmniUser sysadmin access to bypass all restrictions. Do not do this in production environment.

3.8 Prepare data in LS Nav/Central

LS Nav/Central demo company has member contacts, offers, coupons, images and so on that make it
easy to demo the LS Omni solutions. The demo company data includes the member contact user login:
tom, password: tom.1 that can be used to log in without the need to create a new user. For MPOS and
INV app, use login 150 with no password.

LS Nav/Central has two Scheduler jobs to prepare prices, discount and Store hours for Omni. These
jobs run both CodeUnit 10012870.

e OMNI_INIT prepares data for first time and should be run when new Store is added to Omni
Setup.
e OMNI_UPDATE updates the data for Omni and should be scheduled to run at least once a day.

4 Test the setup with mobile apps

To quickly test the mobile apps on your phone against your local LS Omni Server installation, get one
of the LS Omni mobile apps from https://mobiledemo.lsretail.com (some apps are also available on
the platform’s app stores).

It is possible to change the LS Omni Server URL to point to the local LSOmniService web service in the
settings screen, which is accessible on the login screen. The default URL is:

e http://Isretail.cloudapp.net/LSOmniService/loyjson.svc for Loyalty apps
e http://lIsretail.cloudapp.net/LSOmniService/appson.svc for Mobile POS and Inventory

Chapter 4 - Test the setup with mobile apps 11
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5 Using LS Omni with eCommerce solution

LS Omni Service has interface to use with external eCommerce platforms. To get access to the WSDL,
Connect to

e http://<omnihost>/LSOmniService/eCommerceService.svc

Online help and some samples on how to use these function is located here:

e http://mobiledemo.lsretail.com/lsomnihelp/html/T LSOmni Service IeCommerceService.h
tm

5.1 Enabling basic authentication to eCommerce API through IIS

To enable authentication, navigate to WebServices.config in the Omni installation folder. Find the
configuration for the eCommerceService/eCommerce]son and replace the bindingConfiguration from
“myBasicHttpBinding” to “myBasicHttpBindingBasic”, or “myWebHttpBinding” to
“myWebHttpBindingBasic” like so:

<service behaviorConfiguration="MgtServiceBehavior" name="LSOmni.Service.eCommerceService">
<endpoint address="" behaviorConfiguration="MgtServiceEndpointBehavior" binding="basicHttpBinding"
bindingConfiguration="myBasicHttpBindingBasic" contract="LSOmni.Service.IeCommerceService" />
</service>

Open the IIS manager and enable Basic Authentication and disable Anonymous Authentication.

f@ Authentication

=l

Group by: Mo Grouping =

Mame Status Response Type

i Anonymous Authentication Disabled

ASP.MNET Impersonation Disabled

Basic Authentication Enabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Legin/Redirect

Now the authentication is enabled and a login information to a Omni host user is required for the
Omni web reference.

Chapter 5 - Using LS Omni with eCommerce solution 12
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Appendix A: Omni Server Configuration

By default, the AppSettings.config file is located under C:\LS Retail\LSOmni\LSOmniService\. Most
values do not need to be changed. Most important are:

e BOConnection.Nav.Url
o isthe url to the LS Nav/Central web service
o http://NaviWebServiceName:PORTNO
(ie.7047)/NAVSERVICEINSTANCE (ie.DynamicsNAV90008)/WS/NAVCOMPANYNAME (ie.C
RONUS) /Codeunit/RetailWebServices

e BOConnection.Nav.UserName
o is the Windows account used to authenticate against the LS Nav/Central web service,
usually has role SUPER in LS Nav/Central and is dbo or has equivalent rights in LS
Nav/Central database.
e BOConnection.Nav.Password
o isthe password for the BOConnection.Nav.UserName
e BOConnection.Nav.Direct
o true if Omni is running on LS Nav/Central HQ Database. false if Omni is running on
Remote LS Nav/Central Database and in that case LS Nav/Central WS will be used
more to pull data like order status, transactions and contact info from HQ.
e BOConnection.Nav.WS2
o true if Omni is running on LS Nav version 11.05 or greater or on LS Central
¢ LSOmniSQLConnectionString
o The connection string to the LS Omni SQL Server database
e NavSqlConnectionString
o The connection string to the LS Nav/Central database and company
e ECom.Url
o Url for Final Payment request when eCom is handling payments.
e Security.Validatetoken
o Overrides the setting in LS Omni Database (Appsettings) Set this to false when using
Omni against eCom solution.

You can encrypt the Password with the LSOmniPasswordGenerator.exe which can be found in the
Tool package. Make sure the password ends with :encr: this will tell Omni that the Password is
encrypted.

<add key="BOConnection.Nav.Password" value="xr53ulLy7qRA+ukzeRdqvuw==:encr:"/>

NOTE: When using a domain then add the domain before the username, DOMAIN\username.

<add key="BOConnection.Nav.UserName" value="LSRETAIL\MrRigth"/>

Chapter 0 - Appendix A: Omni Server Configuration 13
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<appSettings>
<add key="BOConnection.Nav.Url" value="http://localhost:7047/DynamicsNAV80/WS/CRONUS
LS 80 Wl Demo v17/Codeunit/RetailWebServices"/>

<add key="BOConnection.Nav.UserName" value="NAVWINDOWSUSERNAME" />
<add key="BOConnection.Nav.Password" value="NAVUSERPASSWORD" />

<!--BOConnection.Nav.EncryptedPassword true/false -->

<add key="BOConnection.Nav.EncryptedPassword" value="false"/>
<!-- Encoding, usually utf-8 but chinese uses GB18030 -->
<add key="BOConnection.Nav.Encoding" value="utf-8"/>
<!--Timeout in seconds -->

<add key="BOConnection.Nav.Timeout"™ value="30"/>
<add key="BOConnection.Nav.Direct" value="true"/>

<!—=SQLConnectionString.LSOmni, sgl server connection string -->

<add key="SQLConnectionString.LSOmni" value="Data Source=localhost;Initial Catalog=
LSOmni; Persist Security Info=True;User ID=LSOmniUser;Password=LSOmniUser;MultipleActiv
eResultSets=True;"/>

<!-- License.Key from lsretail, validated in code TRIAL-3CONCURRENTUSERS -->

<add key="License.Key" value="TRIAL-3CONCURRENTUSERS"/>

<!=SglConnectionString.Nav, sqgl server connection string -->
<add key="SglConnectionString.Nav" value="Data Source=NUPUR;
Initial Catalog=NAV71;
User ID=LSOmniUser; Password=LSOmniUser;
NAVCompanyName=CRONUS LS 71 Wl Demo v16;
Persist Security Info=True;MultipleActiveResultSets=True; "/>

<add key="ECom.Url" value=""/>

<add key="BOConnection.AssemblyName" value="LSOmni.DataAccess.BOConnection.Nav.dl1l"/>
<add key="Infrastructure.Dal.AssemblyName" value="LSOmni.DataAccess.Dal.dl1l"/>
<add key="LSRecommends.AssemblyName" value="LSRecommend.dll"/>
<add key="Security.Validatetoken" value="false"/>
</appSettings>
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AppSettings Table in LS Omni Database table holds also many configurations.

Key Value Comment DataType
Cache_Image_DurationlnMinutes 1440 Image Cache Duration in minutes, 0 is no cache int
Cache_Menu_DurationlnMinutes 0 Menu Cache Duration in minutes, 0 is no cache int
ContactlUs <p=LS Retail is the leading provider of end-t... the Contact us text for mobile device string
Currency_Code GBP Local currency code. LSOmni uses this currency cod...  string
Currency_DecimalSeparator DecimalSeparator (, or .) By default uses the region ... string
Currency_Postfix Postfix. Used when currency table does not exist string
Currency_Prefix £ Prefic Used when currency table does not exist string
Currency_RoundOffSales 0.01 Decimal. RoundOffSales (decimal): 0.01 = 2 decimal ...  decimal
Currency_SaleRoundingMethod O Integer: 0/1/2. SaleRoundingMethod: RoundNearest...  int
Currency_Symbol £ Symbol for currency code. Used when currency table...  string
Currency_ThousandSeparator ThousandSeparator (, or .) By default uses the regio...  string
Demo_Print_Enabled false trueffalse, true then print receipt in NAV will notbe c...  bool
Forgotpassword_email_body Did you request a password reset for your L...  Email body for the forget password string
Forgotpassword_email_subject LS Retail loyalty account password reset Email subject line for the forget password string
Forgotpassword_email_url http://bunga_lsretail local/SPAN/ForgotPassw...  url for the forget password string
Image_Save_AbsolutePath The URL where the images are located. Ex http://my...  string
Image_Save_FolderName FolderName to save images. Ex c\LSOmnillmages. ...  string
Loyalty_FilterOnWebStore true trueffalse, Use filter on Wl web store in Nav. For LSN...  bool
LSNAV_Version 8.0 LS Nav version. 7.0, 7.1, 8.0 string
PDF_Save FolderName POS Only, FolderName to save PDF slips. Ex: c\LS... string
PDF_Slip_Date Date: POS Only, Translation of text on PDF slip string
PDF_Slip_EFTAuthCode Authorization code: POS Only, Translation of text on PDF slip string
PDF_Slip_EFTCardName Card name: POS Only, Translation of text on PDF slip string
PDF_Slip_EFTCardNumber Card number: POS Only, Translation of text on PDF slip string
PDF_Slip_POSNumber Terminal number: POS Only, Translation of text on PDF slip string
PDF_Slip_Receiptid Receipt number: POS Only, Translation of text on PDF slip string
PDF_Slip_Signature Signature POS Only, Translation of text on PDF slip string
PDF_Slip_Staff Staff Id: POS Only, Translation of text on PDF slip string
PDF_Slip_Store Store: POS Only, Translation of text on PDF slip string
PDF_Slip_Total Total number: POS Only, Translation of text on PDF slip string
PDF_Slip_Transactionld Transaction number: POS Only, Translation of text on PDF slip string
Resetpin_email_body Your PIN has been reset on your Isretail loya... Email body for reset pin string
Resetpin_email_subject Your PIN has been reset Email subject lin for reset pin string
Schemelevel You need {0} points to become a {1} member.  points needed: {0} nextschemedecription:{1} string
Security_BasicAuth_Pwd KYZ LSOmniServiceUser. 321 BasicAuth password (lsomni way). Used when lISisa... string
Security_BasicAuth_UserName LSOmniServiceUser BasicAuth user name (lsomni way). Used when lISis ... string
Security_BasicAuth_Validation false Boolean, true/false, BasicAuth validation (lsomniway...  string
Security_Validatetoken true Boolean, trueffalse True the SecurityToken is valida...  string
TenderType_Mapping 1=1,2=23=3,4=4,6=6,7=7,8=58,9=9,10=10,1...  Mapping between Omni and Nav TenderTypelds. L.. string
TermsOfService <h1>Welcome</h1> and more text bla bli bla the terms of service for iPhone ? maybe string
Timezone_HoursOffset_DD 0 NAV stores everything in UTC, Data Director replicat...  int
Timezone_HoursOffset_ WS 0 NAV stores everything in UTC, web service data may...  int
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Appendix B: Logging configuration

The logging configuration settings used are stored in the NLog.config file, which by default is located
under C:\LS Retail\LSOmni\LSOmniService\. The logger “minlevel” key determines how much
logging is done. It can be Trace, Debug, Info, and Error. Default setup is Debug but production
“minlevel” should be Error. By setting the minlevel to:

Error: Only logs the error

Info:  Error + logs info about the WCF web requests

Debug: Info + all the web service calls to LS Nav are logged (Request and Response xml)
o Very helpful to see the xml sent to the LS Nav/Central web service
o Logs how long the LS Nav/Central web service call took to execute
o Logs the incoming data in the WCF web requests

Trace: Debug + all the sql statements are logged

The logger uses the NLog logging platform, see http://nlog-project.org/. For more details about the
configuration file, see https://github.com/nlog/NLog/wiki/Configuration-file.

<?xml version="1.0" encoding="utf-8" ?>
<nlog xmlns="http://www.nlog-project.org/schemas/NLog.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<!-- go to http://nlog-project.org/wiki/Configuration file for more information -->
<!-- archiveFileName="${basedir}/logs/archives/log. {#}.txt"
archiveFileName="${basedir}/logs/archives/log.${shortdate}.{#}.txt"

—-—>

<targets>

<target name="file" xsi:type="File"
fileName="${basedir}/logs/logfile.txt"
layout="${longdate} |tid:${threadid}| ${level} | [${machinename}-${windows-

identity}] | ${callsite} | ${message} | ${exception:Format=tostring} ${newline}"

archiveFileName="${basedir}/logs/archives/log. {#}.txt"
archiveEvery="Day"
archiveNumbering="Rolling"
maxArchiveFiles="7"

encoding="iso-8859-2"/>

</targets>

<rules>
<logger name="*" minlevel="Error" writeTo="file" />
</rules>
</nlog>
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Appendix C: IIS Setup and configuration

The LSOmniService is a Windows Communication Foundation (WCF) service that is hosted in IIS
and requires IIS version 7 and above. Those who want to install LS Omni Server must therefore be
familiar with IIS.

Troubleshooting IIS
Verify that IIS is turned on

[IS is not turned on by default when Windows is installed. Simply run the IIS Manager (InetMgr.exe)
to see if IIS is turned on. See LS Omni Service running on IIS.

Verify the svc file type mapping

Svc is the file extension used by Microsoft's Windows Communication Foundation to representa WCF
service hosted by IIS. Verify that the svc file type is mapped correctly. Within the IS Manager tool,
double-click “Handler Mappings” in the Features View.

= X
S ol
(<) (5) | » macsook » @ = @
File View Help
‘Connections e Actions
' MACBOOKII) Home -
Open Feature
483 MACBOOKI (LSRETAILY;ij) Filter: « ¥ Go -Gk Show All | Group by: Area - - Manage Server
2 Application Pools 2 Restart
81 Sites ASPINET - ) - B |y s
4+ Default Web Site =g \\‘2 e 9 ) ;!? E S
? Z -4 (B g —
H j aspnet_client NET NET .NET Error NET NET Trust Application Connection Machine Pages and :/ ew Application Pools
o Dynaml(s_NAV?] Authorizati.. Compilation ~ Pages  Globalizati..  Levels Settings Strings Key Controls View Sites
© (¥ HospService @ Change .NET Framework
2@ INVService .S &} [ £ Check the handler mappings Version N
v+ Loyalty Web Providers  Session SMTP @ et New Web Platform
v i MemberMgt State E-mail Components
& NAVWebApplicationContainer @ Help
» ¥ POSService 15 . ~
@ Microsoft Dynamics NAV 2013 R2 We gf:. P P % = %ﬂ 3=
Authentica, Default Handler HTTP ISAPI and  ISAPI Filters MIME Types Modules Output
Document | Mappings | Respon.. CGI Restri... Caching
P
Request Server  URLRewrite Worker
Filtering  Certificates Processes
Management ~
B & 0
Configura..  Feature Shared ‘Web
Editor  Delegation Configura.. Platfor.
< 5 | [Ef Features View |22 Content View
Ready ‘iﬂ
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5

Fi
@@ & » MACBOOKI *

B @

File View Help

‘Connections

-2 Application Pools
48] Sites

@ INVService
. 1@ Loyalty Web

. 13 POSService

493 MACBOOKJU (LSRETAILjij)

4@ Default Web Site

i v aspnet_client

¢ 71 DynamicsNAVT1
i 0@ HospService

i v MemberMgt
+ -0 NAVWebApplicationContainer

» @ Microsoft Dynamics NAV 2013 R2 Wel

>

Confi ion: localhost’

{ost.config

99 Handler Mappings \Verfiy that the .svc handlers exists

Use this feature to specify the resources, such as DLLs and ﬁnaged code, that handle responses for specific request types.
/d

Group by: State "I

Name Path State I,' Path Type Handler Entry Ty... Q
rules-ISAPI-4.0_32bit rules Enabled Unspecified  IsapiModule Local
rules-ISAPI-4.0_64bit *rules Enal Unspecified  IsapiModule Local
ScriptHandlerFactoryAp... * AppService... Engbled Unspecified ~ System.Web ScriptServi.. Local
ScriptResourcelntegrate.. *ScriptResourc... bled Unspecified  System.Web.HandlersS.. Local
SimpleHandlerFactory-1.. *.ashx nabled Unspecified  System.Web.UlSimple..  Local
SimpleHandlerFactory-I.. *ashx 4 Enabled Unspecified ~ System.Web.UL.Simple. Local
SimpleHandlerFactory-1.. *.ashx I;I Enabled Unspecified  IsapiModule Local
SimpleHandlerFactory-l.. *ashx I, Enabled Unspecified  IsapiModule Local
SimpleHandlerFactory-1.. *ashx & Enabled Unspecified  IsapiModule Local
SimpleHandlerFactory-l.. *.ashx, y Enabled Unspecified  IsapiModule Local
svc-Integrated-4.0 .svC ‘ Enabled Unspecified ~ System.ServiceModel A.. Local
svc-ISAPI-4.0_32bit *Sve Enabled Unspecified  IsapiModule Local
svc-1SAPI-4.0_64bit .svC Enabled Unspecified  IsapiModule Local
TraceHandler-Integrated  trace.axd Enabled Unspecified ~ System.Web.Handlers.T.. Local
TraceHandler-Integrate... trace.axd Enabled Unspecified ~ System.Web.Handlers.T.. Local
TRACEVerbHandler ® Enabled Unspecified  ProtocolSupportModule  Local
vbhtm-Integrated-4.0 *vbhtm Enabled Unspecified ~ System.Web HttpForbid.. Local
vbhtm-ISAPI-4.0_32bit *vbhtm Enabled Unspecified  IsapiModule Local
vbhtm-ISAPI-4.0_64bit *vbhtm Enabled Unspecified  IsapiModule Local v

=] Features View |4 Content View

Actions
Add Managed Handler...
Add Script Map.
Add Wildcard Script
Map...
Add Module Mapping...
Edit Feature
Permissions..
View Ordered List...

@ Hep

v'If the .svc handlers do NOT exist then run ,aspnet_regiis.exe -I” from a cmd.exe window (run
as administrator).

o C:\windows\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe -i
If this does not work, get help or google your problem. The LS Omni Server will not
work without the correct .svc mapping.
v' If the .svc handlers do exist then you are ready to install the LSOmniService; run the
LSOmni.Server.Setup.exe setup.

LSOmniService has been installed

When changing the AppSettings.config file for the LSOmniService you must to restart the
LSOmniService worker process. The easiest way is to “touch” the web.config file (add a space and save
the file). This will restart the worker process. You can also restart it with the “Services” management
console or recycle the LSOmniServicePool application pool.

IFiIe Action View Help I

Bdz H=El »=nw®

% Services (Local)

MName

S

- Windows Remote Management (WS-Management)

. Windows Search

i Windows Store Service (WSService)

Z: Windows Time

£:Windows Update
5 WinHTTP Web Proxy Auto-Discovery Service
£ Wired AutoConfig
5 WLAN AutoConfig
5 WMI Performance Adapter

‘% Work Folders
. Workstation

Wurld ‘Wide Web Publishing Service

. WWAN AutoConfig

Descripti..

Windows...
Provides ...
Provides I...
Maintains...
Enablest..
WinHTTP...

The Wire...
The WLA...

Provides ...
This servi...
Creates a...
Provides ...
This servi...

Status

Runni...

Runni...

Runni...

Runni...

Runni...

Startup Type
Manual

Automatic (Delayed Start)

Manual (Trigger Start)
Manual (Trigger Start)
Manual (Trigger Start)
Manual

Manual

Automatic

Manual

Manual

Automatic

. Automatic

Manual

Log On As &
MNetwork...
Local Sy...
Local Sy...
Local Se...
Local Sy...
Local Se...
Local Sy...
Local Sy...
Local Sy...
Local Se...
Network...

Local Sy...

Local Se...

Ex'tended}\Standard
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By default, the LSOmniService is located under the Default Web Site. It can be moved to any website,
using any port like any other WCF hosted service (a production environment may want to do this).

We recommend using SSL certificates on production sites.

Note that the LSOmniService has its own application pool, LSOmniServicePool. The LSOmniService
worker process runs under this pool which also determines the identity (Windows account) of the
LSOmniService process. For example, you can use the pool identity to connect to the SQL Server using
Windows Authentication by modifying the SQL connection string in AppSettings.config.

File View Help

Comeclions 931 Application Pools
4-83 MACBOOKJI) (LSRETAW This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain
one or more applications, and provide isolation among different applications.
: Q";te;efauh Web Site Filter: - ¥ Go - & Show All | Group by: No Grouping
- @ Microsoft Dynamics NAV 2013 R2 Web Client Name B Status NET CLR.. Managed Pi.. ldentity Applications

£} NETv20 Started v2.0 Integrated ApplicationPoolldentity 0
L2 .NET v2.0 Classic Started Va0 Classic ApplicationPoolldentity 0
(3 NET 45 Started V.0 Integrated  ApplicationPoolldentity 0
[} NET v4.5 Classic Started v4.0 Classic ApplicationPoolldentity 0
[} Classic .NET AppPool Started v2.0 Classic ApplicationPoolldentity 0
2 DefaultAppPool Started V4.0 Integrated  ApplicationPoolldentity 6
£PLSOmNiHOSPPool2 Started v4.0 Integrated Isretail\kassi 1
E2LSOmniINVPool Started v4.0 Integrated NetworkService 1
£2LSOmniServicePool Started v4.0 Integrated ApplicationPoolldentity 1
2 Microsoft Dynamics NA..  Started v4.0 Integrated ApplicationPoolldentity 1

Installing 1IS and WCF

The LSOmniService requires IIS 7+ and Windows Communication Foundation (WCF). Windows
7/8/2008/2012 ships with IIS so it must be installed by turning on the Internet Information Services.
Please follow these steps to turn on IIS 8 on Windows 8. The procedure is similar on other versions
of Windows; a quick Google search will give multiple results on how to install IIS on your machine.
http://www.iis.net/learn/install/installing-iis-7 /installing-iis-on-windows-vista-and-windows-7

On Windows 10: Start by moving the mouse over to the bottom left corner, right-click on Start and
choose Control Panel:
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Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

1. Choose Programs and Features:

» Control Panel » All Control Panel ltems

Adjust your computer's settings

=1 Administrative Tools
7 Date and Time
1 Display
= Indexing Options
€2 Language
U Phone and Modem
 Region
@7 Speech Recognition
%2 Text to Speech
Q Windows Firewall

[g AutoPlay

@ Default Programs

@ Ease of Access Center

Internet Options

@ Mouse

E Power Options

™ RemoteApp and Desktop Connections

@ Sync Center
[ Troubleshooting

L3 Color Management

& Device Manager

EJ File Explorer Optians

&% iSCS! Initiator

¥ Network and Sharing Center
[l Programs and Features

F’ Security and !‘m

A System Uninstall er change prog
computer.

82, User Account:
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2. Choose Turn Windows features on or off:

& Programs and Features

&~ “ “ [ * Control Panel » All Control Panel lterns » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then

E; Turn Windows features on or

oft Organize =
4 )
Mame

[ Microsoft .NET Framework 4 Multi-Targeting Pack
[ Microsoft NET Framework 4.7 SDK

[85 Microsoft .NET Frarmework 4.7 Targeting Pack

[ Microsoft .NET Framework 4.7 Targeting Pack (ENU)
@Microsof‘t Help Viewer 1.1

| Microsoft Report Viewer 2012 Runtime

3. Inthe Windows Features, select the checkboxes marked on the below picture:

+.NET framework 3.5 (includes .NET 2.0 and 3.0)
- Windows Communication Foundation HTTP Activation
+.Internet Information Services
- Web Management Tools
[IS Management Console
- World Wide Web Services
Dynamic Content Compression
Basic Authentication

Press OK.
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Windows Features - O X
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box, A filled box means that only part of
the feature is turned on.

ISR .MET Framewerk 3.5 (includes MET 2.0 and 3.0)
e[ | Windows Communication Foundation HTTP Activation
1 | Windows Communication Foundatien Nen-HTTP Activation
= | | .MET Framewerk 4.7 Advanced Services
ASP.MET 4.7
= @ | WCF Services
i HTTP Activation
[ | Message Queuing (MSMQ) Activation
[ | Named Pipe Activation
[ | TCP Activation
mlie- /] | TCP Port Sharing
Active Directory Lightweight Directory Services

Containers
Data Center Bridging
Device Lockdown
Hyper-V
Internet Explorer 11
Internet Information Services
[ | FTP Server
= M | Web Management Tools
[ | 1156 Management Compatibility
mlie- [/] | 1IS Management Console
[ | 115 Management Scripts and Tools
[ | 15 Management Service
= @ | Werld Wide Web Services
W] | Application Development Features
® | Common HTTP Features
W] | Health and Diagnostics
=] Performance Features
mllie=- [7] | Dynamic Content Compression
Static Content Compression
= W | Security
mmjge-[./] | Basic Authentication
Centralized 551 Certificate Support
Client Certificate Mapping Authentication
Digest Authentication
115 Client Certificate Mapping Authentication
IP Security
Request Filtering
URL Authorization
Windows Authentication
[ | Internet Information Services Hostable Web Core W

Cancel

HE
mERO0O000

o

OooROOoOodd

If you successfully completed step 4, then you should be ready to run the LSOmni.Server.Setup.exe
setup to create the WCF web service.
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If NET Framework 4.7 Advanced Services is not an available feature for you, then you have to set
up .NET Framework 4.7 (https://www.microsoft.com/en-us/download/details.aspx?id=55170).

After installing the .NET framework, make sure that
+ Internet Information Services
+ World Wide Web Services
+ Application Development Features
ASP.NET

is selected (inside Windows Features).

The final step is to activate and allow the newly installed .NET 4.7 framework inside IIS.

1. Start by looking for and opening Internet Information Services:

Search

2. Inside IIS, select ISAPI and CGI Restrictions:

Filter: © Go -z Show All | Group by: Area - [=&[~
ASP.NET ~
:Ef,;fg @; U = ab gﬁf E_j tx:'\a,\ %
NET NET .NET Error NET NET Trust Application Connection Machine Pagesand Providers Session
Authorizati.. Compilation  Pages  Globalizati..  Levels Settings Strings Key Controls State
@ -
=
SMTP
E-mail
IS ~
£ 3 5 )
2 d o B al B O 8
Authentica.. Compressi.. Default Directory Error Pages  Handler HTTP ISAPl and |ISAPIFilters Logging MIME Types
Document  Browsing Mappings  Respon.. | CGI Restri...
el ol =" £ | Restrict or enable specific ISAPI and CGI extension
<.5£‘>[| iﬂ = & @y
Modules Output Request Server Warker
Caching Filtering  Certificates Processes
Management A
Bl Ay,
Configura..  Feature Shared

Editor Delegation Configura...
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3. Right-click on the ASP.NET v4 and click Allow.

@3 ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server.

Group by: No Grouping -

Description : Restriction Path
ASP.NET v4.0.30319 Allowed Fewindir¥s\Microsoft NET\Framework\v4.0.3031%aspnet_isapi.dil
EASP.NET v4.0.30319 Mot Al Add — “osoft NET\Frameworko4'\v4.0.303 19 aspnet_isapi.dll
| Allow |
Edit...

X Remove
Edit Feature Settings...

@ Help
Online Help

Microsoft Dynamics LS Nav/Central web service

Note that the LS Nav web service does not use IIS. It is a WCF service running as Windows service

hosting a web service.
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Appendix D: Troubleshooting LS Nav/Central web services
Download TestNavWebService tool the from the partner portal (included in Zip file):

http://partners.Isretail.com/Products/LS-Omni/Downloads

Unzip the TestNavWebService_tool.zip and run the TestNavWs.exe from your desktop machine.

Enter the LS Nav/Central Retail User and Password (this is a Windows user that connects to LS
Nav/Central web service), and the URL. This test application sends and retrieves data from LS
Nav/Central in XML format and is very helpful when debugging LS Nav/Central web services. You can
also capture the XML in the \logs\logfile.txt and copy/paste it into this tool.

x

URL: |hup:moseﬁna:?M?nynam\csNAW]M'SICRONUS“/.:QOLS“/.:ZG?]GO]"4.20W1%ZODemo%20v1GJCodeuniUReta\IWebServices | Display xml response

|WEB_POS_PRINT_MESSAGE | sor kons |
v
Selectweb czll B - Password |'“"'“ |
Domain | |
Request

<?xml version="1.0" encoding="ut-8" standalone="no"?> <Request> ~

<Request_ID>WEB_PQOS_PRINT_MESSAGE</Request_ID>
<Request_Body>
<TxtTerminal_ID>P0041</TxtTerminal_ID>
<Print_Method>EXTPRINT</Print_Method>
<Mail_Recipient></Mail_Recipient>
<External_Printer_|ID></External_Printer_ID>
<Print_Tender_Status>1</Print_Tender_Status>
<MabileTransaction>
<ld>felcfacl-e9c8-492¢-9101-db831 7fF780</Id>
<Storeld>S0013</Storeld>
<Terminalld>P0041</Terminalld>
<Staffid>1301</Staffid>

Response

<Response>
<Request_ID>WEB_POS_PRINT_MESSAGE</Request D>
<Response_Code>0000</Response_Code>
<Response_Text></Response_Text>

<Responce_Body />

</Response>

Copy response to clipboard

| Clear Ul |

ElapsedTime (msec).797,327
Size (bytes):168 OK

You can always create a new XML by looking at the LS Nav/Central WS requests.
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m Edit - Web Service Setup = B
Bl ov: | acmons  mavesrs ro]
D - m Edit - WS Request List = =
Vv
Q ) New Bl vove  navieat 2]
View Web | N
XDelete  Requests eEView List [} Requestxml e
[DResponsexml @, [ B
i
Web Service Setup
General ‘
WS Request List ~
Web S Active: o
9 sedce 15 Active Typeto filter 30 | RequestID -
Request Top Node: Re
RequestID Description ~
Response Top Node: Re
INVENTORY Get itern inventory
MM_CARD_BLOCK Block or Unblock 3 Membe
Server
MM_CARD_TO_CONTACT Link Membership Card to 1
Logs MM_CONTACT_BLOCK Block or Unblock a Membe
Client Credentials MM_CREATE_LOGIN_LINKS Create links for Member Lc
MM_LOBIN_CHANGE Change Member Login D
MM _MOBILE CONTACT CREATE  Mobile Contact Create
N MM_MOBILE_CONTACT_UPDATE Mobile Contact Update
feetlniaston L MM_MOBILECREATE DEVICE_USER  Mobile User Device Create
Forecourt
. W MM_MOBILE GET_ITEMS_IN_STOCK  Mobile et ltems per Store
—— W MM_MOBILE GET_PROFILES Mobile Get Attribute Setup
Loss Prevention W MM_MOBILELOGON Mobile Logan
S Haspitality W MMLMOBILE PWD_CHANGE Mobile Password Change
inancial Management " Ib_MOBILE_PW/D_RESET Mobile Password Reset
lefaliirketing o MMLNEW.CARD FOR COMTACT  Creste new Member Card :
urch:
urehase P MM _SEND_PROCESS_ENTRY Send Member Process Ord
Varehouse
L ¥ p MM_SENDMEMBERMAL Send Member Mail To HO
} Home R MVCENTRAL_CALCTOTALS Calculate Totals v
< >
Job Queue R
q oK

Bl o actons

=
O

View
List

L

New

e

X €

WS Request Setup ~

Lewvel

2
2z
3
3
3
3
3
3

Delete | Insert All Fields Sync
from Table  Request Body

Mode Type Source Type  Source
Top Text Request
ReqlD Text Request_|D
Marmal Text Request_Body
Marmal Text HHT_ID
Mormal Text Store_Mo
Marmal Text Staff_ID
Marmal Text IP_Address
Marmal Text BAAC_Address
MNarmal Text Battery_Status

Edit - WS Request Setup - IM_TEST_CONNECTION

~a
K
Refresh Clear
Filter

g

Show as
Chart

o

Notes  Links

MHaode Mame
Request
Request_ID
Request_Body
HHT_ID
Store_No
Staff_ID
IP_Address
MAC_Address
Battery_Status

The XML for IM_TEST_CONNECTION will then be:

<?xml version="1.0" encoding="utf-8" standalone="no"?><Request>
<Request ID>IM TEST CONNECTION</Request ID>
<Request Body>
<Store No>S0001</Store No>
<HHT ID>PO001</HHT ID>
<Staff ID>S0001</Staff ID>
<IP Address>172.22.20.141</IP Address>
<MAC Address>2297829212</MAC Address>
<Battery Status>89</Battery Status>
</Request_ Body>

</Request>

Find

Opti...

ooooooood

T i

Type to filter (F3)

ooooooood

Alia,.,

Lewel | 3| v

Filter: IM_TEST_COMMECTION = Request
Camment 63
v

Ok
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Appendix E: Troubleshooting communication between Nav/BC
and Omni

If an error returns when you ping the web service, the first thing to do is look at the error log file.
The error logfile.txt is always located in the C:\LS Retail\LSOmni\LSOmniService\logs folder. By
default, it logs all the errors and the XML going between IIS and NAV/BC. Look at the end of the file
for the last error.

The most common error after installation is the “Unauthorized” error.

2014-05-01 11:38:43.7945 [tid:11] Error | [MACBOOK]IJ-1IS APPPOOL\ DefaultAppPool] |

LSRetail. Mobile.WebService.BLL.ContactBLL.Login | Failed to login tom |

LSRetail. Mobile.WebService. HOSP.Common.Util. HospServiceException: Error:GeneralErrorCode:The request
failed with HTTP status 401: Unauthorized. ---> System.Net.WebException: The request failed with HTTP
status 401: Unauthorized.

The “Unauthorized” error always means that the LS Nav/Central windows account
(domain/user/pwd) specified in the AppSettings.config file does not have permission to execute the
LS Nav web service. Make sure the domain, username and password are valid in the
AppSettings.config file.

Unauthorized - Ping works from mobile browser but not from mobile
app.

By default, the setup program enables anonymous authentication, other authentications are
disabled.

If you can PING the LSOmniService from a mobile browser on the mobile device but get
Unauthorized in the mobile app/Mobile Inventory application then check the IIS Authentication.
Make sure that the Basic Authentication is NOT set.
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Get the correct LS Nav/Central URL

The LS Nav URL that goes into the AppSettings.config is often incorrect. Copy, paste the URL into a
browser and validate that it works. A valid URL looks like this.

http://localhost:7047 /DynamicsNAV110/WS/CRONUS LS 1100 W1
Demo/Codeunit/RetailWebServices
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http://NaviebServiceName:PORTNO
(ie.7047)/NAVSERVICEINSTANCE (ie.DynamicsNAV110)/WS/NAVCOMPANYNAME (ie.CRONUS LS 1100
W1 Demo)/Codeunit/RetaillWebServices

Test the LS Nav/Central web-service directly

If there are issues connecting with the LS Nav/Central web-services then use the TestNavWs.exe
(see Appendix D). It connects directly to LS Nav/Central web service and bypasses the [IS/WCF
layer.

| can ping locally but not from my phone or other computers.

This is most likely a firewall issue. Make sure port 80 is open on your IIS machine.

Service "Codeunit/OmniWrapper" was not found!

This error message comes when omni is configured to use LS NAV/Central Web services 2.0 on a LS
NAV instance older than version 11.05. Make sure that LS NAV version is 11.05 / LS Central or
greater, or configure omni to use old web services by setting the BOConnection.Nav.WS2 value to
false in the appsettings.config file.
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